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Trung tim Chirng thwc dién tir qudc gia
BO THONG TIN VA TRUYEN THONG
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I. Boi canh

Luat Giao dich dién tir
o Luat s 51/2005/QH11 ngay 29/11/2005 => c6 hidu luc: 01/3/2006
0 15tbd Luat do 1 Uy ban ctia Quéc hdi soan thao!

o Gié tri phap 1y ctia Giao dich dién t: thiic day tng dung CNTT va phat trién
TMDT, kinh té so.

o Chit ky s0: ddm bdo tinh toan ven dit liéu, tinh xac thwe va tinh chéng chdi
bo trong cac giao dich dién tir.

Sau 15 nam, can tién hanh tong két, danh gia két qua thuc
hién dé c6 diéu chinh pht hop

Chir ky dién tir & Chir ky sd

Danh tinh sé va cac dich vu tin cay
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I1. Két qua trién khai

Viéet Nam PKI
Scheme

BO THONG TIN VA TRUYEN THONG

Y

BAN CO YEU CHINH PHU

Quan ly nha nwéc vé dich vu chirng thwe chir ky sé
(Chinh sach, chién lwoc, tiéu chuan, thanh tra, kiém tra, hop tac quéc té,...)

Thanh lap,
= = duy tri
Cong nhan, Thanh lap, Quan ly hoat dong

chap nhan sw duy tri hoat dong nha nwéc

dung tai Viét Nam

Cac CA nwoc ngoai,
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thwe chir ky s6 qudc gia
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I1. Két qua trién khai

Xay dung van ban trién khai Luat GDDT (23)

a0 Nghi dinh s6 130/2018/ND-CP: CKS va dich vu chirng thuc CKS (06)
Nghi dinh s8 26/2007/ND-CP; 106/2011/ND-CP; 170/2013/ND-CP
Quyét dinh s6 20/2007/QD-BTTTT: Mau Quy ché ching thuc chir ky s6
Thong tw s6 17/2014/TT-BTTTT: ché d¢ bao cao vé hoat dong chirng thuc CKS.
O Quyét dinh s6 58/2008/QD-BTTTT
Thong tw s6 06/2015/ TT-BTTTT: danh muc tiéu chuin bat budc
O Quyét dinh s6 59/2008/QD-BTTTT
Thong tw s6 41/2017/TT-BTTTT: str dung CKS cho VBDT trong COQNN
Thong tw s6 04/2019/TT-BTTTT: lién thong gitta NRootCA va GRootCA
Thong tw s6 16/2020/ TT-BTTTT: danh muc tiéu chuan Mobile PKI va Remote Signing

Thoéng tw s6 185/2019/TT-BQP: Dich vu chirng thwc CKS chuyén dung CP
QO  Thong tw s6 08/2016/TT-BQP => Thong tw sé 05/2010/TT-BNV

Nghi dinh s6 15/2020/ND-CP: xir phat vi pham hanh chinh linh vec TTTT
Q Nghi dinh s6 174/2013/ND-CP



(1) National RootCA
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‘ (1) National RootCA

THI TRUONG DICH VU CKS CONG CONG
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(2) Government RootCA
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(3) Private CA
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I1. Két qua trién khai
Cong tac thuec thi

a0 Thuyc hién hoat dong kiém tra thwong nién doi véi cac CA cong
cong

o Bo TTTT va Ban Co yéu CP phoi hop t6 chirc kiém tra trng dung
CKS, vdn ban dién tr trong hoat dong cua CONN

a 2019 - 2020: ra soéat, thanh loc cac CKS khong du diéu kién/khong
hop 1€ trong nganh Hai quan

a0 Thanh tra dot xuat, theo ké hoach & xtt 1y vi pham.

12



I1. Két qua trién khai

Ton tai, han ché

0 Mirc do ing dung
Public CA: chu yéu doi twong la To chirc, doanh nghiép
St dung cho “ky s6” van ban dién tit: ma hoa, IoT,...

o Chat lvong dich vu
Ho6 so thué bao cua Public CA, dai Iy RA, canh tranh,...
Nang lyc cua Public CA

o Phat trién dich vu
Dich vu cdp ddu thoi gian (TimeStamp)
Dich vu xdc thwe website (SSL)
Dich vu xic thwe ma nguén (CodeSigning)
Cac dich vu xac thwe CKS: Validation/Verification/Authentication/eKYC

13



III. Phwong hwong



Digital ID & Auth

Digital Identification: A key to inclusive growth!

OECD Digital Economy
Outlook 2017

Identification for

Digital Identity
Development

Roadmap Guide

IDENTITY
FOR DEVELOPM
IN ASIA AND
THE PACIFIC

McKinsey
Global Institute

Digital
identification =

AAAAAAAAAAAAAAAAAAAA

WORLD
ECONOMIC
FQRUM

Nt

Digital Identity

uilding Digital Identity

ervices Ci i pared in collaboration with Deloitte

National Digital Identity to be a cornerstone of Singapore’s Smart Nation vision
Prime Minister Lee Hsien Long (Aug 2017)

15



Digital Identity Role As A Critical Building Block

Digital Digital Digital
Citizenship Lifestyle Commerce

Government to business and citizens

Accessing content and non core
for provision of public services

Digitiized commerce including
communication services over mobile

transactions for physical, financial
and digital services

Digital Identity

Proof of identity is a prerequisite to socioeconomic development and essential to accessing basic

services. Mobile technology is uniquely positioned to enable accessible and inclusive digital
identity services

Connectivity

Fast, reliable and continuous individual access to the internet is the foundation for the creation,
distribution and consumption of digital applications and services

Copyright © 2018 GSMA.



Digital ID & Auth

Vai tro cua Digital ID
o Mang lai loi ich cho ca nhan, chinh phu va doanh nghiép

Gitp mé rong dang ké quy mo cac hé thong nhan dang chinh thitc, la
diéu kién dé thac day manh mé phat trién kinh té.

Tang cwong kha nang ti€p can quyén va nghia vu co ban clia nguoi dan
doi véi cac dich vu cong va phic lgi xa hoi.

o DPay nhanh viéc cung cap dich vu va loi ich téi nhitng do6i twong

phu thudc nhiéu nhat:

Nhom nguoi dan kho khan, & khu vuc héo lanh, xa xoi.

17



Digital ID & Auth

Vai tro cua Digital ID

o Tao diéu kién cho nhitng d6i méi kinh t€ then chot & cd khu vuc
cong va khu vuc tu nhan:
HOo tro xac thwec manh hon
Cho phép cung cap dich vu c6 gié tri cao doi héi mirc d6 ddm bao an toan
1om
Pem lai nhitng loi ich kinh té nho cat gidm chi phi va gia ting ning suit
lao dong trong khu vuc cong, dong thoi thic day phat trién cac dich vu
tryc tuyén.
a0 Cling c6 niém tin gilta cac bén lién quan, xay dung moi truong
giao dich dién tu tin cay:
Giam gian lan danh tinh

St dung cac dich vu truc tuyén mot cach an toan.
18



3.4 billion
People have ID but

o ® cannot use it on 45%
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1 billion

15 in low-income countries
lack identification, compared
to 30% of men

People lack legally

recognized ID atte
., -\‘a\ ‘D m rs because

O\Q
90% O

Potential reduction in customer
onboarding costs by using
O digital ID-enabled processes
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per typical emerging economy



‘ II1. Phwong hwong

= DPong lwc

o Nghi quyét so 52-TQ/TW ctia BCT vé mot s6 chu trwong, chinh
sach chu dong tham gia cuéc CMCN 4.0

a  Chinh phu s6, Kinh té sd, Thanh pho thong minh va Chuyén doi
sO quoc gia

o Cac hiép dinh thwong mai tw do (FTA) da ky, da c6 hiéu luc
=  CPTPP: Hiép dinh déi tac Toan dién va Tién bd xuyén TBD (VN 14/1/2019)
=  EVFTA: VN va 28 thanh vién EU (Ky: 30/6/2019)
n Pang dam phan: RCEP; VN - EFTA FTA; VN - Isarel FTA,...

a  ASEAN ICT Masterplan va cac chién lworc, ké hoach khu vuc khac.

=> Pe c6 the chu dong hoi nhdp, luat phap cia nwdc ta can phai hoan
thién dé phu hgp véi cac diéu wéce quoc té€ da ky két hodc gia




II1. Phwong hwong

Kinh nghiém
0 Global Guide to Electronic Signature Law (Adobe, 2016):
47 quéc gia (28 nwéc EU)

UNCITRAL Model: vé CKS
Two - Tier model: CKS twong dwong chir ky tay & tinh phap ly, 1am bang ching
cua Chir ky dién ttr.

Trung qudc: Uncitral Model + Two-tier

ASEAN: Digital Signature + Electronic Signature

=> Khung UNCITRAL va Two-tier (hién tai)

21



II1. Phwong hwong

» Kinh nghiém
o EU

=  Electronic Signature Directive (1999/93/EC)

=  Electronic Identification and Trust Services Regulation (910/2014/EC): 23/7/2014 - 01/7 /2016
=> New legal structure for e-Identification, Signatures, Seals and Documents through the EU.

Electronic

eTimestamp
M| identification ™
Flectronic - Electronic Registered
M| identification M| Delivery Service
eSignature Qualified website
In| authentication certificate

22



II1. Phwong hwong

» Kinh nghiém

o EU

B0 sung;:

(1) QVal for QESig
Qualified Validation service for
QESig

(2) QVal for QESeal

(3) QPres for QESig

Qualified Preservation service

for QESig

(4) QPres for QESeal

European Commission = CEF Digital = eSignature = Trusted List Browser = Slovakia

Trusted List Slovakia

Trust service providers

Currently active trust service providers

Disig, a.5. QCertforESiz QCertforESeal QWAC  (QVal for QESig

QPres for QESig  QWalfor QESeal QPresfor QESeal QTimestamp

Ministry of Defence Slovak Republic  QcertforeSig  QCert for ESeal

QTimestamp

National Security Authority ocetforESiz | QCertforESeal =~ QWAC
QVal for QESig  QPresfor QESig  QWalfor JESeal {Presfor JESeal (Timestamp

Hon-Regulatory

First certification authority, a.5. QCertforESiz  QCertfor ESeal

QTimestamp

National Agency for Network and Electronic Services
QPres for QESig  QPres for QESeal

Viasec, s.r.0. QTimestamp

23



II1. Phwong hwong

i DIGITAL ID
Insoa§1ov‘\7ugwué’wﬁmuaods:tﬁgﬁ |

o Thailand
Draft Digital ID Bill (2018):
Cabinet of Thailand thong qua dé trinh QH

a

New Electronic Transaction Act B.E.2019 (version 4)
o ETA:2001 => 2008 => 01.2019 (v3) => 02.2019 (v4)
0 Quy dinh néi dung mai:

Digital ID
Digital Identification and Verification System

=> Thailand Facilitates Key Digital Reforms Through Electronic Transaction Act

Amendments!

W)Y)
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II1. Phwong hwong

Dé xuat

(1) Vé chit ky 6
Two-tier: ca CKS va CKDT
Céac treong hop st dung PKI khac ngoai Digital Signature
Thac day phat trién cac dich vu thiét yéu (TimeStamp, VA, ...)

(2) Vé rii ro cia GDDPT
Phwong phap luan (nhat quan) danh gia va quan ly rti ro cia GDDT
0  GDDT can ddm bao mirc d6 (LoA) nao?
0 Giai phap, dich vu nao la dap ing?

(3) Dich vu tin cay, ha tang cho chuyén doi so
Danh tinh so
Xac thyc so (xac thwe danh tinh, xac thyc tai liéu,...)
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Tran trong cam on

Trung tim Chirng thwc dién tir qudc gia
BO THONG TIN VA TRUYEN THONG
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